METOJINYECKHUE PEKOMEHJAIIUU MEJJAUIIMHCKUM OPT AHU3AIIASIM
IO OPTAHU3AIINU KPUITOTPA®UYECKOM 3AIIIUTHI KAHAJIOB ITPU
B3ANMOJIEVICTBUU B PAMKAX EJJMHOU 'OCYJIAPCTBEHHON
HHPOPMAIIMOHHOM CUCTEMBbBI B C®EPE 3JIPABOOXPAHEHUS

1 OBIIME NOJIOKEHUA

HacToqawnm ALOKYMe LTOCMCapEE [T e Be N& & WU T bl Nt
apXmrtTekTypa nNOCTpPOEHMNA 3TaelMeuKeOHVHVDYNH WK HaODO/1 PO MH:
opraHmsayemoBauwmu opMaLMOHHOT O o6 MeHa M
paMkKgyXH KLUMNOHMUPOBAaHNA e [wmHOID pMAUuYyDapOWMBIe BH
3 4p as o o X pEaH/CH3N) 5.

JOKYMeHT nNoOATr OTOB/EH B COOTBETCTBMUMN
rocygapcitTBeHHOW MWHPOPMAUMOHHOWM CUCTEMb B
MpukasomeNMomwpAaApadanNTMNA Poccuu QT U2 B axMpiONEA
Poccumcekoi be nexpammmmmsiPe p aapewe npwu obpabo
JaHHBBTBAMaAaTMW3IUPOBAHHBLX CcCMUcCcTemMax.

Ana opraHumszauumum Kpuntorpagpuueckonm 3alLwm
obevHe cecTHBHEEHa e 4 e pyaplobBHHAENT O /1 b 3CYPERTACCST B a 3
MHPoOopMaLUUM K 0 MmN AeerkscHae BMAPBNaGHIa bl O pr aH M3 au unu
NoOAKANKWYEeHNMN OCHOBDbBLIBaAaWTC 4 H a Mcnonb3o0BaAt
MHPoOpMaAaLUKNMNU.

Oo6o3HaueHue Onucanue
VPN Virtual PrivateNetwork( B u p T ysaaheRHREA b )
APM ABTOMAT X3 pp 6 BMAEBCBTOOE
ATK AN nap arTOHHbKAM i € H T

Erpc3 |[EAVWH DT Y Aap oHED® ip i@ ACMOCHT BEane p e
34paBoOOXpaHeHUSs

JITY NNeyepohprnnakyupexgeepmne

MMHAIL Me ouuuuegnmp Ma LaMHOaH H/OTANLYEEHCTKpU 1
MegVWUVMHECEMEH N 3-ayYlwme X4 8 APaBOOXDp q
Me AWUVWHEITKamHVNBRERIVECH,0O THN BAARAP N A H
MO MECTHOaAMOYNPaBCYHSGT B /129 IIe e HHO

OKa3arHoaoy apCil BI§ H M bl ¥ N ay/iCb/HRbIX e P ¢
34pPpaBooXxapnatTHeeMpeaIMa Ll e BOPH @B KA A L 1

M3 Me X Cc e TaexBoGaiH

IMAK Mpor paaMMIHaOp & D WK il € K C

o MporpacMmeoreyYyeHNE

CK3H1 CpeA€GPRBRAOTOT p a3dauu/gETEbH @ B X
Y3 YupexBeaHHraeB 0o o X paHeH U g
(0] bepnepackp y

OIOA ®e aepalie HOBGAP a 6a0arHKHUbI X




2 APXUTEKTYPA CHUCTEMbI KPUINTOIPA®UUYECKON 3AIIUTHI
ETUC3

ApXUTeEngpPaAPHMNTON pagpa gl GOXKHBNT biIB B BB K T |
B3aumMoaEVNHCB N4

- GepepahboO@blEl NC3;

- MegvunmHckKkunue opraHmsauyunme ceypoaslekim o(BM @ oG

- MegvmuyumHckunue opradHmsauyuumunm depgepanbHOTO

CTpykVWPNpaTtTu dUHOL0 EIMC3 npuBepgpeHa B [lpwu

Kpome,nrtpour onogknwyeHun Megun umHh@&3eio 6 o p0a
pa3finyaTtTb plACCMATG/PMHB@AT b .

- MO, MMecioupuceT Be HHY IO CUCTeMy 3alWMTb KatHt

- MO,umewwmep pun T 0 ppraac/nbpHeos eI /HIHY OB A P MK T Y P
co6cTB &HBHCI MU

TEXHNUEEKLE@®TB ®/1b AYIHOA R /10,4 H KGHELMTCE B e CT N M
mcnonso BYemep a OWHOIMACG3E X HO DU pMTeyia i & € blel 8l R—€ 1
VPN, peanun3oBabHaH3ogd 0 Yy K e B i1 ViIRNRtac ep T n by u m @B a
cooTBeTpeBoarA@FPDINO KICK3WMXK naccWMTKEBoBABGTI K
PocaouwBmyk naeiM$p.

3 PEKOMEHJAIIMM MO 3AIIMTE KAHAJIOB MEJIMIMHCKAM
OPTAHU3AIIASM ®EJEPAJILHOTO MOTUNHEHUS

BpamMwedpX aHNBaAWMIMEE B BIE N L@ MM U NHTXMMaMHKN 3 a U
e nepanmboHopour voHe PUBDIJET MCBpr aH K 3 0 CHIBRaAIaNTAaUWENt bl i
cer mem®asmreex Ho niANatnJaHHB/AN-cer Mm&y I @©TO C 1Y XU B
noAak ntwoNMeOkergepanppaneaeHns.

3.1 PexoMeHaanuu no 3ammure kaHajaoB npu noaxiawdennu k ETUC3 MO @I

AnsopradHngapgwuntoKKeEHTWMCEBMO e 4 e p a /NbOHAOUTNOHEE H U
TOUYK® 4K MTIYKeHpeig e pe amaiHH WX NX&mwTY CT aH OuB/VIKE3H
be3onaeke®daa| pnor paamvmHaop akToOHvONr Nd4PNet a

TUMAITAKVIPNet HE OO X ORIMMIOPBAT ®O T B € TTCPTEBKMOMM € H A a L
NnpunsBeeBpAE MO Ne

PekoMeHOoanpmnaHWalyewrnoor oK N o4vleéAk ViPNet HW
NnpwunB e EpeaH3bpbe N e

WLnwxoves3zonadokTmonxewtTmo oK nixuyPN-CeThLLOA
EFrMNMCiB3a Kk a®p a 3 @oMr,aBIEEO0H®AK C N Ny anTaauiwiel e @ e np X B a
NOoTPpeonypeurBc/Hea gMimien c T@a 3 @ p o BRNeCceTrTdd lOE T C/Bun 6 0
OpTr aHunstacmymk n B awPNE€ e T b .



CxemapkKknwyeHNA

dl ouoag Ermc3 APM Aam. Ges-tn
ouon
Mpuknaaxsie cepeuck u B (VPN-CeTb ®L1O[]
(CepBuc 3anucu Ha npuem) ErMC3 MO @)

Teew 7

4

\

‘ ‘ CepBep 6e3-Tu
ouon

._l (VPN-Cets ®LIOA

ErMC3 MO o)

.—
l ViPNet HW2000 B
Ny A Knactepe /

/MO ®epepanbHOro NoAYMHEHUs! B
Wnio3 G6e3-tn
uoa / Muc MO on e AT
Mo e Daag TIAK /~ CeTb nepepaum
© ViPNet _| AaHHbIX 4 ]

(VPN-CeTb ®LIO[

EMUC3) [ (ApeHpoBaHHble

KaHansl / )

— gl ~—MWHTepHer)
| —

APM-bi/ D,

TepMuHanbi

\ J

3.2 PexoMeHAaluM MO 3a1IUTe KaAHAJIOB NpHu noakawodyeHun MO ®II umerommux
TEPPUTOPHAIBHO PacnpeaeeHHY0 QUINAIBHYIO CTPYKTYPY

BTomM cnydyaedlemcwene TMOrepputopumanbHO pac
KaXAOmiFMOT OpPbIX HeobxoagmbBloN G, KpiaokyanbaaH3gey®eM @ 4
pa3sBepHYTb CcoO&eTH@®dmIEIX HORPN T n@uag aVNEeReb e tMO
dMrnocnepgytwweimn ovPN-Ee pam MEMNC3 .

TakXe pekomMeHpagyeTcsa pa3B-€Ep TeucprmavH MER@E 0 6 ¢

- npepctaBngaeTrT cob60W HeEeCKONbHW@3IEGEIXMESHT®
O6bbegUHEHHDBX NUHUAMU CBA3MN, NMnpPpoXoadawnmu

- He HaxoguTcs4d B nNpepenax KOHTponupye
Henbo3ble cNneuunTb, B Hagp@amepu C MO (ORN HaXxXxo,
opraHmsaunmMum, HARaAaKWQMeUWE@®HOWEHNA K EfrMMC3,
opraHumszaumm obuwaa JIBC.

B tomnyyvaene MO &I p a3 Bep T bcBoabecTTcBAY/RNHCaesaT b
p e KO Me HcanyeeaTycerMiarmoa K 104 e H U 1 .
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eLuoa Ermc3

APM Aam. 6es-tn

euon
Mpuknagxbie cepauck! u B (VPN-Cete ®L10]
(CepBuc 3anucu Ha npuem) ErMC3 MO @)

=) &

Cepeep 6e3-Tn

.

= APM-u/g :l

B -

TepMuHans!

®unuan MO
depepanbHOro NOAYNMHEHUSA

APM ®-na MO @
MO ViPNet Client
(VPN-CeTe MO @I1)

®unuan MO
®DepepanbHOro

Vi \ noagyvHeHua  /

C yyéTtTowm

mcnoel B/BNeceeatHm 4 ® LLO A

ouon
s (VPN-Cerb ®LIOA
B_ EMAC3 MO 1)
ViPNet HW2000 B
Knacrepe J
/" MO depgepanbHOro NOAYMHEHUs I
Py B
Lnio3 6e3-tv MO ®nN “ P
Lo / MUC L D D Ha 6a3e NAK ViPNet s
MO Q] J (VPN-CeTb ®LIO[] AaHHbIX Y
- APM-ui/ ErnC3 (ApeHaoBaHHbIe /
Tep ) " ~asian Mmepuer)J
g -, \_/J
JIEC MO i
| & f “Cetb nepenaq\)
1, e » AaHHbIX MO @I
..:.,. -y \ (ApeHaoBaHHbIe /
% ot \xauanm / Mn'repue-r)J
APM Agm. 6e3-Tu MO CepBep MOHWTOPUHra Cepgep 6e3-T MO (@ \ _
@I Ha 6a3e ViPNet MO @n Ha Baze MNAK ViPNet o
Administrator Ha 6a3e ViPNet (VPN-Cets MO ®IJl)
(VPN-CeTb MO ®11) StateWatcher
(VPN-CeTb MO ®I)
9
Pl e
i o
/" Wnwo3 6es-Th ®-na 1 0 &‘: 4
MO @n : T m
Ha Gaze NAK ViPNet
(VPN-CeTt MO &) 3 4

Tepmunan ®-na MO ®Nn
MAK ViPNet Terminal
{(VPN-Cetb MO @)

®unuan MO
®DepepanbHOro

\ nogYvMHeHus )/

ErMCGK3HEp

ceptTunhpuuyv moBRrHKEGY ek oMeHaAYyeTCA
BhOaxpe acTB ANnNd noctTpoaeawmdPdlob6cTBEHHON VP

Twunn MAK Vi PNet HeoOBXONMMEE@ TEREBWY E H I4 a L,
npumneBepgesprasmie ne 5. 1.

Twun KnmeHTCKOW K OHVENOOGHXe oEHEMIO WBadPbloet B € TC T |
peKkoOMeH/ BpPpABARME 5. 2.

PekomMeHOoagpmnaHnsayuunmu
npwWuBsBeg@EpeaH3blnene 6.

npuagepwpB a

ceTeBorao noakxKkiI it



Ana nocTtTpoecod@cTBe WRNAOIETUMAONXKHDBIPUBAEK AT
cneuvanmns NEIBaaHIHIBYIVAK,a KWW & H 3 W aawve 4 Y oW Ebl
AeATeNbHOCTMW:

- IvnvyueH3num dCHB Poccuwum Ha:

TexXxXHunmyeckKkoe obcnyxmBaHme wnmhppoBanbH
pacnpocTpaHeHne wunhppoBanbHbX (KpuUNT
npeagocrtaBfneHnWe ycnyr B obnactun wundadgp

- lnueH3und dCTOIK Poccuwu Ha ocyuwecrTtBI/e
3aWwmTe KoOHPuageHUManbHONMW WMUHGOpMaAaUUNM.

4 PEKOMEHJAIIUU 110 3AHIMTE KAHAJIOB MEJIMIMWHCKHUM
OPT'AHUM3ALIUA CYBBEKTA PO

B pamMKaXYpr aHuns3zaajmmuie He el 4 W HaH®BR O/ EIrnC
opraHmsoBbiBawTc4d BOCEeWHHab T HeeM il oTI®B N MORIW H P
cermMeHTceVPN 6yper obecnevyrBBleldAC3 n one KoL e
OpPr aHMBmMHIONTNO GeagepanbHOIo oKpyra PO.

CTpykTypaTtTuyP®RUOL EIlMGBpmnpoaxeprMal.

4.1 PexoMeHgamMM 10 AapPXUTEKType PErdHOHAJBHOIO CerMeHTa CHCTeMbl
kpunrorpapuyeckoii 3amursl ET'UC3

AnsopraHunsayumu B3auWMMO/ eopcrTaBHMMSE § & & K MCA H C
Efr’MC3 pekomMeHaoyeTcCcd coeNDEVIEvrernmanB®on VI

B kayuecTBE O pHrasbHamB3ea U, K BOTOIPKOSSI T b cos3pgaH
per moHanbHOTO cer MeHTa ErMC3, pekKkomMe .|
YOONHOMOM® B AR PH N33/AQMLANBO0 0 XBPaEeH eNDOFHME0 4, B € 4, O MC T B
elpraHumsayunio.

VPN-ce MODCy 6bekTa P® peck oM eHnmyeexTHCOANViBtenmo v
PekomMeHgegycempy KLieyHotap a creH aiié/®Nrcae T 1 CHIO b e K T
Po:



(lemp PernonansHoro cermenta EFTMC3

uon/ Mmuc
MO Cy6nexra [_.]_H ‘,—W
&= TamT
= APMa Cepsep 6e3-Tu .MO
| Cy6unexra NAK ViPNet

s HW 1000/HW 2000 &

Knacrepe
(VPN-Cetb MO

Cybwvekra I ‘

fil

k.

APM Aam. 6e3-tu MO
Cybbekra Ha base
ViPNet Administrator
(VPN-CeTe MO
Cybbekra)

.

%’I’
Cepsep MOHUTOPUHIa
MO Cy6bekta Ha Gase
ViPNet StateWatcher

(VPN-Cets MO
Cybvexra)

(VPN-Cetb MO
Cybbekra)

PekomMe HEawew e e VRNec e MIDCyYy 6 b ePkPna ycxe pB e p O |

be3onacHOCTMWU:

MO Cybnekra
MNAK ViPNet HW100

1, CeTb nepe.qa\m N
F'$ AaHHbIX MO
( Cy6bekra PO

(ApeHpgoBaHHble |
~KaHagb! I MHTepHeT)

Ha3zBanue na
cxeme

DOyHKIUA

Pexomenayemoe 000pynoBanue

FnNaBHaB@EBE
6e3onacH
MOCy 6 b e K
(VPN-C e ™D

CybobbekTa

BbinonHEMWMPBEe @Hy bHXK
Anss KcnnyavPa-u a a ]
CybobbekmPab: pacct
O6GHOB/ME KUIWOY € B AN
CnpaBOYHOMHCGhOpM
paccbnx@HoBnel@
cepsBlegpapexceEy,BRN
B3aunmMoaeipy B RNy
ceTAMMWOCT E &AM bY
TOOMC) .

M A KCoordinatoHW1000

CepBep

6e3onacH
MOCyYy 6 b e K
(VPN-C e MO
CybbekTa

KpnntorpadcdoGpea@
MHMOPMa L NMMHTHGIKOOT
MO CyobekTaPd
agapecoB &Ko PdlO)
ErMCBamBUOICY 6 b ¢
Po.

2 [T1A K Coordinator HW1000
(pexmwpsaspeBe@pBuUp
BcnywaenH fpbop may
NoT®WBanmo ageddoE
CyobbekP@ 3Hauwurt
nNMpesBOoC XwHIGOTP M a L,
NoTBERaun wo g e inbdlorl
ErMC3 pekKkowmMeH
y ¢ T a H @ B[kAaK Coordinator
HW2000 (pexunmops
pe3epBuMpoOBaHNSA)




C yyéTtTowm ncnoel B/BNeceeatTHmm 4 ¢ L O [ ErMCGK3HEp
ceptTumnpunuyuv moB/RHKEBY ek oOMeHaAYyeTCAa nNpupgepmKmsa
BbloaxmpeacTtTB Ana noeVMpOyHwmek VaP NP ©.

AnanocTpoeHwse T WAIPNCYyObeKTano /PXHMBLP MBNeKarl
cneunmanunsaumMmpoBaHHEBbE KOMNOaHWWHA ACO@®/Ma goaualgn e
AeATeNbHOCTMW:

- ilnueH3 Mo adcCibn H a:

TeXHunNyYyeckoe obcnyxmBaHme wnmdopoBanbH
pacnpocTpaHeHne wunhppoBanbHbX (KpuUNT
npepoctTaBneHne ycnyr B obnactu wudgp

- ilnyueHs3und PCTOIK Poccwuwu Ha O C YyTUeEeXCHTUBY/EEC
3awnTte KoOHMpuaoeHumanbHONW MUHIDOpPpMaAUMUMNU.

4.2 Pexomengauuu no noaxardenuro IlentpaabHoro cermenra VPN-cetu MO
Cyobekra PO k ETUC3

AneapraHnsayuumum nopgknwuyeHnsa LieeHiMP@YyI HOK T
POKEIMI M@B8octasB MEMH/TH¥EbHT b Y C T a H 00Be/BeoHT alid/evamx 1T 1a B
VPN-ceTtTn oLLOOA ETNC3, cooTBeTCTBYtlOwer o depne

Anpeannsaymm TaKoOro nNOoOAKNTWYEeHNUWA pPeKoM
Coordinator HW106@Pexwwodg aHOBIe€HBINPpE3 epBUPpP

Ha 3T agipaB BBCNnnnyartayuio Wnowo3sa godrB0a@A@
obcnyxmpaHwue noTpebyeTcHd npuBnevyeHWwee taug
eULOO0 EFC3, nub6bo opraHumsauyuietTebdbcnyxumsBatwuwei

PekxkomMeHOoagpmnaHunsayumu ceTeBOTO NoAaKkKI M
npwWuBsBeR@peaH3blpene 6.
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®UOoA Erne3

MpuknagHblie cepeuckl U B

{Cap

Ha

puem)

=

-_ ..

) =

b4

APM Aam. 6e3-Tn \
ouoa
(VPN-Cete ®LIO
ErMC3 MO @)

"

,
| "]

Cepsep 6e3-tn ®LO
MNAK ViPNet HW 2000 B
Knactepe
(VPN Cetb MO ©0 ®LO[

= LleHTp PernonansHoro cermenta EFMC3

uon / Mmuc
MO Cy6bekra

= |APM-u1/
epMUuHane!

(2]

y

- o

il

APM Agm. 6e3-tv MO
Cyb6wvekra Ha 6aze
ViPNet Administrator
(VPN-CeTs MO
Cyb6vekra)

e

CepBep MOHWUTOPUHIa
MO Cy6bekra Ha 6aze
ViPNet StateWatcher
(VPN-Cetb MO
Cybvekra)

Cy6
HW

(VPN-

~
S|
T,
7]
1
LWnw3 6e3-tu MO
6bekta MAK ViPNet
\W 1000 B knacrtepe

VPN-CeTe MO ©O
oUoa EFMCB)

ErNC3)

CeTb nepe,qa\m o
AaHHbIX

. Cy6uekr - OLOA

(ApeHpoBaHHble
KaHaJ'lbl I Murepner)

|
Cepeep 6e3-Tu MO \
pbekTa MNAK ViPNet CeTb nepe,qalm = X

1000 / HW 2000 B
Knacrepe
-Cetb MO CybuekTa)

(VPN-Cets MO

Bl AaHHbIX MO
( Cy6bekra PO
(ApeHpgoBaHHbIe

ﬂﬁ'_____s___‘ “KaHan l Mnrepner)
FnaeHbIA ce

MO Cy6nexra
NAK ViPNet HW100

Cybvexra)

4.3 PexoMeHaamuM MO0 3alUTe KAaHAJIOB NpuH mnoakawdyedun k EINC3
MeauIUHCKUX opranu3anuii Cyobexkra PO

Onepr aHvvmoapmumoMewes €aEalr NC 3 :

- B MeAMWUWMWHCKUX ydypexgeHmax CyobbekTa |
TOYKE NoAKMNKWYEeHNSH K cpepe nepepgaudm O a H
6e3onacHOCTN Ha-abRrRapanNpor g/ieembHdiNze K € @¥PN-a B :

cetTn MO CyobbekTa POD;
- B MO Cyb6bekTa PO, noAaK NwYyawWMx OAWUH
O6blTb ycTaHoOBNEeHb KANViRNetmg Kk aeMPR-asEpDHE WO bleK:-

T HAlAKVIPNetHe oGO X ORMMIOPEAT®O T B € TCPTEXIWOM E H 4 a LU
npuseepgesprassme ne 5. 1.
Twun K nwn ekHOTMCIKOoHAe H T b € U 16 R NEgHn Mo pBactTob0O T B € TC T |
peKkoMeHBpPABAMRME 5. 2.
PekomMeHOgangpmaHNTalyewnoo ;oK 1 o yleAMVAPNet HW
npwWuBsBeg@peaH3blnpene 6.
OnssposBe gpeaHOMOAD N XA pIMBIEeKaTbCHA cneuvanmsmnu
obnapgawnumzen ANWNe oy owne BULAb 4eATENbHOCTMW:
- InueHsumun dCHBb Poccwuwnm Ha:
- TeXHMYeckKkoe obGcnyxmsaHme wnmhppoBanbH
- pacnpocTpaHeHne wWu@ppoBanbHbLX (Kpunrt
- nNpepgocTaB/ieHne ycnyr B ob6nacTtwun wwndop
10



Poccwu
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NTnyeHBGMETUOK
3awunTe

q LleHTp PernoHansHoro cermenta EFMC3
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MO Cy6bekTa

N
.
R ) ——
17
1
Wnio3 6e3-tu MO
Cy6bekra MAK ViPNet
HW 1000 B knacrepe

(VPN-Cets MO ®O
oo EFMCS)

w|
Cepsep 6e3-tu MO
Cybunexra NAK ViPNet
HW 1000 / HW 2000 B
Knactepe

(VPN-Cets MO Cy6beKTa

naBHbIA ceﬂﬁ

MO Cy6bexra
MNAK ViPNet HW100
(VPN-CeTts MO

Cybuvekra) /

Eu
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TepmuHanei

|

-~

o Q_\,—i
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LL} W
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-

L
CepBep MOHWUTOPUHra
MO Cyb6bekra Ha base
ViPNet StateWatcher
(VPN-Cetb MO
CybbekTa)

APM Agm. 6e3-tu MO
Cy6bekra Ha 6ase
ViPNet Administrator
(VPN-CeTs MO
Cybuekra)

g

M Ha ocywecTB/IeHMNe
HOW WHGOpMaUuNNM.
i &oUOoa4 ErMc3 APM Agm. Gea-Tu

ouon
(VPN-Cets ®LIO[]
EMMC3 MO @)

1

]

Mpuknagxsie cepeucekl n B
(Cepsuc 3anucu Ha nprem)

L

Cepsep 6e3-tn ®L O

e MAK ViPNet HW 2000 8
ﬂ._.' Knacrepe
li % I (VPN-Cets MO ®0 ®L|OA
EMMC3
p S i /| ) A
~Ceto nepena\u ~|
= OaHHbIX Z
( Cy6bekt — ®LOO )
. (ApeHpoBaHHble |

““xaHanbt / UnTeprert)/

= e —

e Cetb nepenz—x\iiﬁ“\ 1
el AaHHbIXx MO 4
( Cy6bekra PO ,ﬁil
(ApeHgoBaHHble
Wﬂbn / VIHTepue'r)

//\

1
pa Wnto3 6e3-T MO |ﬂ N
Cy6bekTa Ha Gase AT
MAK ViPNet
(VPN-CeTe MO >
wunaﬁ M
Cy6uekra APM MO Cy6uekra CyGLexra @
; 710 ViPNet Client MAK ViPNet Terminal
(VPN-Cets MO (VPN-CeTs MO
! i) D Cybuexra) Cy6nekra)
..... APM- bl/
TepmuHanb!
MO Cyb6wekra P® MO Cyb6nekra P® MO Cy6bekra P®
% B N 2 R A

4.4 PexkoMeHJAalMHU MO 3alIMTE KAHAJIOB Nnpu noaxkjaw4denun MO, ummeroniero

(puaHaAIBHYIO CTPYKTYPY

Mook ntoueOHQnyedb be K T a
COMOXBPOYyLWECTBUTDL
NnopakK/KkywmarBea § 0a H 1N B

ABY MS

P® umetwuwer o

cnocob6bamwu:
MO €é&iwD V

@ v /A eDe b H

& al aghmin n a n

Cyobekdr amETkMCk3a@eT e nbPpBI@aH N AQ AP 0COGIHAOC eafHaMHEO

n.4.3.);

- pa3BepmgYTH B &RNHcyelaHE6 a 3ree X H 0 /VOI TPulNve t
VPN-ceTb MONn &€cb)e pzyeimer paL@ie i v
P® un -&wvPWNbto ETNC3.

c(egrabrs
ceVB® Cyo6be

Pa3BepTbeBoabHeuteB eV PN-o@ 1T MO C® cHu3ImMBTIpyBaay

KcnnyartaunmoHHGbLGe e pMO HAYy16 VEPINT a

Po.
10
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TakxXe pekomMeHpayeTcsa pa@h-€p TedcpmavH MMEEE@ 0 6 C

- npeagpctTaBnsgeTr Cc0o06O0OMW HECKONbKO Cerlr MEHT
O6begUHEHHDBX JNTUHUAMU CBA3MN, npoxXxoadawnmu

- He HaxoguTtTcsd B nNpepenax KOoOHTponupye
Henb3d WKWOTGbeCNBABP NOMISHPO M 3 4aHunu Cc MO Co
opraHumsayumu, He uWMewWNe HUKAaKOINIo OTHOLWe.!l
opraHumszaumm obuwaa JIBC.

BtTom cagymBlOCPCyob66bekTa PO® pa3BepT bl BCaeETTLC
peKkoMeHAgyeTCd cnepgywuwasa cxemMa nNofgKAKWYeEeHMNS

T HAlIAKVIPNet HeoOX OoORmMMIOPEAT®O T B e TTCPTEXIWOM E H 4 a U
npuneepgesprasmie ne 5. 1.

Twun KnmeHTCKOW K OHVENODGHXeoEIHEMIO WBRdPOblcet B € TC T |
peKkoMeHBpPpABARME 5. 2.

PekomMeHOoangpmaHWTalyewnoo pok 1 o dyleAMVAPNet HW
npwWuBe@EpeaH3vnene 6.
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4 @00 Ermc3 APM Anm. Gez-t
auoa
Npuknagssie cepancel v B (VPN-Care @UOA
(Cepnuc 3anucu na npuen) EMMC3 MO @)
Cepaep dez.Th ©UOM
MAK ViPNst HW 2000 8
3 Knacrepe
{VPN-CeTs MO ©O ®LO00
EMMC3) i
& UenTp PervoranuHoro cermerra EMMC3
LoA / muc e
MO CyBunexta Wmo3 Ge3-Tv Bt B
5 & g CyBuexra NAK ViPNet c—";a"::;ﬂ“"

i HW 1000 B knacrepe - N

, [VPN-Cers MO 0 [ CySwexr-ouoa

Aphev] DLCL EFC3) \  (ApeHgosanHbie |
‘\xanan\:n / Vurepner)

Copaep 6ea-w MO P
Cybnexra MAK VIPNet .

HW 1000 / HW 2000 & ’[ et nepepatin

knacrepe 7 AaHHeIx MO <

(VPN-Ceti MO Cybuexta)| ( Cybuexra P® )

! . (ApenpoBanHbie |
APM Agw. 6ea-Tir MO Cepnep MOHUTOPUHIA - ~KAHAL S ! MH':B.:.IV

Cy6uexra ma 6aae MO Cybuexra Ha baze FnaeKbiil cepaep be3-
ViPNet Administrator ViPNet StateWatcher MO Cy6wmexra
(VPN-Cet MO (VPN-Cets MO NAK ViPNet HW1000)
Cybuexra) CyGnoxra) (VPN-CaTe MO
b3 Cybuenra
a8 Cepsep N
GesonacHocTh MO
C® NAK ViPNet HW
1000

. Wmo3s Bes-mv th-na
MO C® ua 6aze
NAK ViPNet
(VPN-Ce1s MO Cd)

oy

TepmuHanb!

®unuan MO CO
Cybuexra PO

\,

&9

.

Ll

APM MO Co
M0 ViPNat Chient
(VPN-CeTe MO C¢)

®unwan MO C®

B
Tepmuwan MO Co

NAK ViPNet Terminal
[VPN-Cetu MC CT)

®unuan MO CO

\‘_‘jzySl.em PO /

N SySummm PO

(VPN-C&Ts MO C®)

D

@

AP
Tepmananut

MHC MO Co

X

-

APM Apm. Gez-tn MO
C® na 6a3e ViPNet
Administrater
(VPN-CeTs MO CO)

MO Co i
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4.5 PexoMeHIaUM 1O 3alIUTEe KAHAJOB MNPH NOAKJIIOYEHHMH MeIHIMHCKHX

yupexaenuii, umeromux VPN-ceTb MNOCTPOEHHOl HAa TEXHOJOTMH OTJIMYHON OT
Texnosgoruu ViPNet
e olo0 Ermc3 APM Anm. Ge3-Tn
ouoa
Mpuknaakble cepsuchl U B (VPN-Certb ®LIOA
(Cep Ha npuem) EMMC3 MO &)
? - d
N
L ]
‘ | Cepsep 6e3-tu ®LO[
¢ MNAK ViPNet HW 2000 B
Knactepe
(VPN-CeTts MO 0O ®LI0A
EMUC3) )

q LlenTp PervonaneHoro cermexta EFMC3

uoa/muc P
MO Cyb6wekra Wnwo3 6es-tu MO

6bekra MNAK ViPNet

O

= =

1000 B knactepe %
b VPN-CeTs MO ®O & .Ce b repoRain )
APM-b1/ ®LIOA ETNC3) = «AaHHbIX
Tép | Cy6uexr-®LOA )
(ApenpgoBaHHble
1 g
& T o= CepBep Ges-Tv e
’ % yopexra MNAK ViPNet
. e | 4 W 190 / HW2000 &
*’ knigTepe
- Wnio3 Gea-ru MO = (VPN-C816 MO CeTb nepegayn >
g | Cy6uekra Ha 6aze - Cybrelzy AaHHbIX MO
i KLU HecoBmecTUmOro oy Cy6bekra PO

IAPM Anm. 6e3-Tu MO ¢ VPN ETUC3
Cy6bekTa Ha Gase

\ViPNet Administrator

CepBep MOHWTOPWHIra

FnasHbIn ceﬂ
MO Cy6nekra Ha Ga3e
ViPNet StateWatcher MO CyGexra

(ApeHaoBaHHbIe )
bl / Vlm'ep@

(VPN-Cets MO MAK ViPNet HW100! @
VPN-CeTb MO
Cy6nekra) ( Cysbzl‘;a) (VPN-Cets MO
e Cybvekra) /
1 Ld
z A B S - "—
4 Llintoz Gea-Tu MO ,ﬁ\ x / Wnwo3 6e3-tu MO e % f - 1 \
Cy6vekra Ha 6aze 3 it oiia 65’3’9 m
MNAK ViPNet y o
(VPN-CeTs MO KL HecoamecTumoro y )
¢ VBN ErUC3 TepMuHan M
CyGwexra h APM MO Cy6nekta ema o
MO ViPNet Client MAK ViPNet Terminal
v (VZ’;‘;:E:;)AO (VPN-CeTb MO
i ) - Cy6bekra)
! APM-bi/ —g 2 ! APM-b1/ g g
TepmuHans! TepmuHans!
MO Cy6wnekra PO MO Cy6nekra PO MO Cy6tekra P® @ Cy6nekra PO
L ¥ A N 2 B

< - -@ @ MHOoDPMAUMOHHBLIA NOTOK 3alumdposanHbi KLU HecoemecTnmbim ¢ ETUC3

-+~ .@ « @  OTKpPbITbIN MHPOPMALMOHHBIN NOTOK

-$+- -@ =@ MHOoppMaUMOHHBIN NOTOK 3awmdposaHHbIn ViPNet
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3aBBnmcmammoTiInyecTBa

3) PEKOMEHJAIIUH no

BbBIBOPY

THUITA OBOPYJIOBAHUA

KPUIITOTPA®UYECKOM 3AIIIUTHI KAHAJIA TIEPEJTAYM JAHHBIX

5.1 Pexomenmamuu no Beioopy ITAK ViPNet HW

Bcneagytwowen Tabnuuye

cetTeBbXx ( ABRM,epBepoOB,
MHPoOpMaLUWNIO.

VBON M QOJK B30y EANe X0 M
TepMMWHAaAanNoB)

npeamcxw @Gaoarayn  JlAK® Wd
Mppayunaa
00 aauyT K

Tun KoimuectBo cepBepos, APM u PeROMe_H)IyeMoe oﬁopyI[OBaHHe
TEPMHMHAJIOB B 3allIMII{a€MOM CerMeHTe ITAK ViPNet Coordinator HW
1 6 0 NS0 HW2000
2 o 104 &00 HW1000
3 o®BAa do HW100C
4 oBad HW100B
5 2 HW100A

OpPT aHUuKKalHm|m y

Bcneagywwen Tabnuuye
3aBUucCHMoImEOWMW X oa4M MO

nepepgaumu

npeamcxy @6Gaorayna JlAK® We
NMPONYCIKMIMDOA KCI/TIHHDUC EOHOWMHIM C Men
0 aHHBbBIX:

KosmuectBo cepsepoB, APM u
Tun

TEPMHUHAJIOB B 3allIUINACMOM CEIrMECHTC

Pexomenayemoe 000py1oBaHue
ITAK ViPNet Coordinator HW

Aei/rent/ c HW2000
A @50MeunT/ C HW1000
A a20M6nT/ C HW100A/B/C

5.2 PexoMeHAAMH 0 BLIOOPY THIIA KJIMEHTCKOI KoMnoHeHThI ViPNet

B cnepgyiupeinnpe C T appelkecHiwe HIL@ L B @ G @ e HT C K
K OMNO H/EPNeates a B 1 C MOMD &)X upvaad wm Bipo p Mma y e i :

Pexomenayemoe 000opy10BaHue
ITAK ViPNet Coordinator HW

ViPNetTerminal
ViPNetClient

Tun Pesxxuma padorsr c MUC

1 « TOHKMMAWEB-BEpays3ep)

«ToncrBW@mmMa 6 caMUC
HeobxoagmmpicC/TiBE @3 AW Y |
cneyunanmus mwEe@saMHTCIK®
obopypagoBaHMA
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6 PEKOMEHJAIIU 11O OPTAHU3ALIMU CETEBOI'O ITIOAKJIFOYEHUA

CyyéToovbe o B@®RAMAVEN-C € TOMO N b KOG JON Y eMETABMaA, U H C
opraHuBmRemwmIAN X C B O C-oabacpreBceaHUHUYdQ IpPe Kk o Me H Ay €

- mcnonb Bupaty jdPaHaypke C AWM e HT N PUMKoaLK mMrno Y a ¢
MO BapBbébparnadHOETWMCS3

- nMcnonb Bopatywm APsaHaoypi® Cc @M, € HT N PUMKOLK MO Y a ¢
MO eapB6ébparnapaenDmdWaciesrHWE oVl &€ 3 .

OAnmopaok nwuyeHna HAEKp Vi Pdgb n XHHBT b o0 b6ecneuye

- NOAKNIKEeBHAa XM ameBe 4 adyunN faHHBX:

- IPIMPLSc e OAX PocTenekomm»;
- Ce M T e g H1a0oTONbPEO B a NAgA0eCPThly, Bl HBIET MO H e ) .

- NOA4KNWYKewHa ITee BoOGoyp Yy 0, 0 BIOHMMHID e p P& p# @1 E O UL KO
Mcnonb3 osiadtep epdthemat Base T00/1000;

- pocTynBeaemwHIew De p dxepmemT o WiPkB3Hae WwW. / mac & B Y
MHT epHedimMm B negyomwx o6 0B :

- obecneNA-TRaHC NMAMWBoa TIRra L mesc any 6 N1 1N YaHILpE
( Tpampmpg o T oWDF,my BF777);
- Bblae mMEWAHT ep Mg ibaa WPraLLIp e C ;

- MapwpyTmBRAKAAGE® DM A 0 N XHCAyaUrEeB 1 ATTabKCUAM 0 6 |
yTobpladgawp eceomdB OY EBT N p aB /Hiae eI Id ®1H,a n p a BH1aA S
BHY TP AHH LIpDKPRMITT O WA O3 a;

- OTCYTODBME a@KMEA TLTIBMAX 0 X I @ & hsm enao p OUBP
55777 mvMexaywHBeaphepBED MO ([(Mxw3Pa BHamp ek mwn T O LW
KULOoA..

Anapr aHunBaumMmmonmokagKk n to il & KWViPRletMOMo Xxe T noTpe
BblageneHune cJagpeomgmwx | P

Ne | IP agpec/macka Ha3znauenue

1 IPBHew. / M IP-apjgpvevca CKEABH € WHEHITE p o@imaa o IMDOKKIDaBLTKE K U 3
npwuBaTH& 3My 6 /1 N YaHAOPr €0CNHPOOrCOT P a HC T B A .

2 IPgwBHewWw. (AQpP@RCII& MO/TY BH@MKOTOPKY MY BGEBWHHUNep de
KpunTtToBTHya.agKNIOKAaaagep XHBMBI L e Batp 6 C
ogHODAIACETWN.

7
a

3 IP fw (NAT) Bcnywaeonb 3nopsMaBHaVesa Q B B e WHE@ M E P @M E O W
nyo6nvappNAT-T paHC /HELPKEGBT O PbIN OCYyMECRBMSA e
B HeE LWHWeHMTye p o @ imciyr o I/pPHI0X.K TIOK PHAM O BB B3 a
mcnonb3NAB,g§KRAZGBBKIRfWwwCc 0B Napjaaoop el«iPm

BHew. / Mmacka».

4 IPBHYT./ MAgp®eMaCKEBHY T P eMHHHTeerpodo@ icia o BT WIyaA.a @ K N10Y €
KnacpmepsHwmBhI A e MBamp ecaHiodigc PBruend.P BHYT

14



IP agpec/macka

Ha3nauenune

065 3 a T TAEO/TIBKHBIM Ha [ /PEB AHTLML C €T S M.

IPgwB HY T .

App@eglogaMmaplwupy T3 aBgeoBR/JCEABK 0T OPK OIOY a
BHY TpeHH ®PKPEWMITT 0 UEToB/RP 6-dRaT y mA4-«IPBHY T »
NPUWHAa/ALOEKRIL CE @ P\ PSP gwB H yyrk»a 3 bCBOaBTMba [ & 10 WK
appel«dPMBHYT».

IPTYyH.

Anppe&)epsleomEHD K O T o@WwIEB/3Ta M MO A eitc e p e s@lh@h
ErMC3.

PBunprt.

BcnymnapeceaygepHencyoBH e nup gewmpga® pdO@ea gpec s
TYHHenupgewp®RABGET NCBP,ab oM@ magl/KEea KMeXc y p ¢
Ha3HaAaHEOTOXDKANMIWOECBEONB AH U TBM/PLT HYBAR L [H&IEO B .
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IIpuioxenne 1.
Crpykrypa VPN-cern IO EI'C3

Ne| Haszpanue VPN- Kpartkoe onucanune HazHayenuss VPN-cermenTa
CerMmeHTa

1 |[VPN-MO®ITTI VPN-cer me ET MC3B KOTOPHI®OAKINIKY AL
MeAWNLUVGETIKaAK/dseadlepya N B A @ N @ € H N A

2 |VPN-MOLU®PO |VPNcer meET MC3B KOTOpHIMAKIMKY
Me /WL U HOCPKIMaeH U P& MW Ha N WO Mo B
LleHTpahe g®mMaaibpyome

3 |VPN-MOKO®O |VPNcer meET MC3B KOTOpHIMAKIMKM
Me /WL VM HOCPKIMaeH U P& MW Ha NI WO Mol B
FOXXH odwe o, e p adik pY Me

4 |[VPN-MOC3 ®dO|VPN-cer mekET MC3 B KoOTOpHIMAK MY

Me 4 WL W HOCPKIMaeH U PERUE MO HA MO WO MG B
Ce B 8ma a ghreq@ne p adik MY Me

VPN-MOJ, & O

VPN-cer Mme ETVC3B KOTOpPpHIDAKNKY
Me /WL VU HOCPKIMaeH U P& MW Ha N WO Mo B
LJanbHeBOpa MmeiHaoMbs M Me

VPN-MOC ® O

VPN-cer Mme ETVUC3B KOTOpPHIMAK DY
Me WL N HOCPKINaeH U P&UL MO Ha Mo Mol el B
Cnonpdhegepadikppme

VPN-MOY © O

VPN-cer Mme ETVUC3B KOTOpPpHIMAK DY
Me WL W HOCPKIMaeH U P& MO Ha mie Mo M el B
Ypanoa& peip adik M mMe

VPN-MOIM® O

VPN-cer me ET NC3B KOTOpPpHIMWAK A
Me 4 WL M HOCPKIMaeH U P& MW Ha N WO M6 B
MprneBon¥pewe P agikb Mo Me

VPN-MOCK © O

VPN-cer me ET NC3B KOTOpPpHIMWAK A
Me /WL U HOCPKIMaeH U P& MW Ha N Wo Mo B
CeB&Km®B K asheiwemadokMyme
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